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Agenda

• Logging
• Debugging tricks and ‘gotchas’
• The CPU window
• Chasing down Access Violations
• Memory managers:

• FastMM
• FastMM4
• SimpleHeap

• GFlags



Logging

• Evidence provision
• Execution flow tracing:

• Commercial, e.g.
• SmartInspect
• Embarcadero (née Raize) CodeSite Studio 5

• Open Source, e.g.
• Overseer (old clone of CodeSite)
• LoggerPro by Daniele Teti on github



Logging

• Execution flow tracing
• Agricultural execution flow tracing

• Message boxes – drawbacks...
• Look Ma, no code!

• Advanced breakpoint properties



Logging

• Execution flow tracing
• Trace messages, per OS:

• Win[32|64] – OutputDebugString (Windows unit)
• iOS – NSLog (iOSapi.Foundation unit)
• macOS – Writeln (or NSLog if you definecopy it....)
• Android – LOG[I|W|E|F] (Androidapi.Log unit)

• Trace messages, cross-platform:
• FMX – Log.d – 4 cross-platform overloads (FMX.Types unit):

calls IFMXLoggingService.Log
FMX – Log.TimeStamp, Log.Trace



Logging

• Windows
• Delphi’s Event Log
• Sysinternals DebugView

• Android:
• DDMS (from Android SDK) - deprecated
• Monitor (from Android SDK)

• iOS devices:
• Xcode

• macOS, iOS Simulator:
• Console(.app)



Logging
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Logging

• Taking it further
• Subverting the automation system:

• VarDispProc

• Subverting the assertion system (debug vs. release build):
• AssertErrorProc

• WriteLn, maybe with a TFDD
• TDebugUtils.DebugPrint (XE3+):

• Uses WriteLn
• Ripe for the aforementioned TFDD



Debugging tricks/gotchas

• Watches and side effects
• side effects will silently run code

• Watch format specifiers, e.g. x, p and m
• as per your old Turbo/Borland Pascal User’s Guide

• Pass counts
• informative as well as functional

• Breakpoint groups
• more flexible conditional breakpoints



Debugging tricks/gotchas

• Scenario testing
• Changing data with Evaluate/Modify
• Changing the EIP in CPU window or dragging gutter arrow
• NOP, DB, JMP

• Locating a dialog call
• Pause your program (Run, program Pause)
• Double-click the first thread in the thread list window (View, Debug Windows, 

Threads or Ctrl+Alt+T)

• Thread navigation
• Take up the offer to name threads when creating them
• TThread.NameThreadForDebugging
• Easy to locate them in the threads list



CPU window

• Code vs. data
• Object references
• Following links

TBar Variable

TBar VMTTBar Instance

VMT Ptr TBar.Meth1

TBar.Meth2

TBar.Meth1
Code

TBar.Meth2
Code



CPU window

• Code vs. data
• Object references
• Following links

TBar Variable
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Chasing down AVs

• Dedicated tools
• madExcept
• EurekaLog
• JEDI JCL Debug Framework

• Manually (more often than never)
• Relies on archiving distributed builds, or using VCS
• IDE searching
• MAP files (Segment, Publics by Value, Line numbers)



Alternative memory manager

• HeapAlloc-based memory manager:
• Ray Lischners’s from Code central (with suitable updating): 

http://cc.embarcadero.com/Item/22668
• RTL rebuild with SIMPLEHEAP defined (XE3+)

• Use in conjunction with GFlags settings:
• HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image 
File Execution Options\AppName.exe aka  IFEO

• Get from Microsoft’s Debugging Tools for Windows:
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger

• Or plug in values by hand



Rebuilding the RTL*

• Copy $(BDS)\source\rtl outside of Program Files (x86)
• Run:

• cd <RTL_folder>
• set PROPERTIES=/p:DCC_Define=SIMPLEHEAP
• buildrtl.bat debug

• Output goes to:
• %PUBLIC%\Documents\Embarcadero\Studio\19.0\lib\Win32
• $(BDSCOMMONDIR)\lib\Win32

• Add to Debug DCU path for Win32 in BDS options

* Actually doesn’t build in Berlin due to missing 
System.Internal.JSONHlpr unit



GFlags
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FastMM4

• http://fastmm.sourceforge.net
• Like the default memory manager but better!
• Great VFM
• Checks for objects used after freed

• FullDebugMode

• Checks for interface references used after the fact
• CatchUseOfFreedInterfaces

• Checks for heap corruption
• CheckHeapForCorruption

• Checks for memory leaks
• EnableMemoryLeakReporting



Questions/Consultancy?

• brian@blong.com
• http://blong.com
• http://blog.blong.com


